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II. MULTIPLE ACCESS TECHNIQUES
Multiple access is a technique in which many users share the communication channel at the same time from different places. In multiple access method, the radio spectrum divided into channels and allocated to various users of the system. As there are multiple users transmitting over the same channel, so that individual users will not be interrupt with one another [15] .There are three basic schemes 
A. Frequency Division Multiple Access (FDMA)
A unique frequency band or channel has assigned to every user as shown in figure 1. The channels are assigned to subscribers only on request. In Frequency Division Duplexing, two frequencies are used-one for forward channel &another for reverse channel. At the time of call, other user cannot share the same frequency band. In FDMA if channel is not in use, and it goes idle and other users cannot use it. While at the receiver has to tune in to the know frequency in order to receive the transmitted signal.
B. Time Division Multiple Access (TDMA)
In TDMA, a limited amount of time allows to access entire frequency bandwidth. All senders can share the entire bandwidth but in different time as shown in figure 2. If two transmissions overlap that is known co-channel interference. The sender and receiver clock synchronization is required. sequence transforms a narrowband signal in to a wideband noise-like signal before its transmission. SSMA also provides immunity to multipath interference and robust multiple access capability. When a single user uses SSMA the nit is not a bandwidth efficient. However, when many users use the same spread spectrum bandwidth without interfering with one another Spread spectrum system becomes bandwidth efficient. There are two types of spread spectrum multiple access techniques; frequency hopped multiple access (FH) and direct sequence multiple access (DS) and it is also known as code division multiple access.
C. Spread Spectrum Multiple Access (SSMA)

a) Frequency Hopping (FH)
The signal will pseudo-randomly switches between different frequencies within the hopping bandwidth and the receiver knows PN code to find the signal at any given time.
b) Direct Sequence (DS or CDMA)
The pseudo-random code generated and that has used to code the digital data directly at a higher frequency. The receiver also knows to generate the pseudo-random code. By using this code, receiver extracts the data from the received signal.
III. SECURITY REQUIREMENTS
Each organization intended to protect their confidential data from tampering and access to authorized users. One requirement is when confidential data that is stored or transmitted over public networks must be encrypted using professional algorithms. Other requirement is for users to authorize themselves, is achieved using a security token (e.g., one time password or Password). Biometric approaches used as one of the authentication factors [2] . Some of the security requirements are as follows.
A. Importance of Digital Signature
The digital signature using asymmetric key cryptography considered to achieve information security. It provides nonrepudiation of message, message authentication and data integrity.
B. Message Authentication
The receiver receives the data and validates it by using symmetric key that assures that only my intended sender who possesses the similar key and no one else. Therefore, this kind of communication provides the authorization.
C. Data Integrity
When two authorized users communicating each other, an attacker access to that data and changes it; at receiver, the verification of digital signature fails. The has hof modified data and the output provided by the verification algorithm will not match. The data integrity has breached thus the receiver can deny the message.
D. Non-repudiation
We considered that only the sender and receiver have the knowledge of the digital signature key. The sender can only create digital signature on a given data. Thus, receiver can present data and the digital signature to a third party as evidence if any dispute arises in the future. Here no one can deny either the transmission or reception of message.
IV. SECURITY THREATS TO WIRELESS COMMUNICATION
The transmission of confidential data over wireless networks means prevent from attacks like confidentiality, integrity and availability. Possible threats due to weaknesses in the security protocols. This section describes various types of security attack techniques. Different types of security attacks are as follows [14] .
A. Attack Based on Traffic Analysis
This technique enables the attacker to access types of information. The information related to identification of activities on the network. The important information to the attacker is identifying the physical location of access point in its surroundings. The information an attacker can get by analysing the traffic flow. An attacker needs to gather the information about the size and number of the package over a certain period.
B. Eavesdropping
An attacker secretly listens to the personal conversation of others without their permission. Eavesdropping attacks are classified in to passive eavesdropping, active eavesdropping.
a) Passive Eavesdropping
The attacker watches over a wireless session and able to read the data during encrypted transmission. By surveying, the packages gather the data indirectly. The Passive eavesdropping attack violates confidential information. The gathered information may use for more insecure kinds of attacks.
b) Active Eavesdropping
The attacker not only gathers the information by watching wireless session but also inserts own messages in order to modify the content of the messages in the session. The active eavesdropping attack violates confidential and integrity of information.
C. Attack that can cause Denial of Service (DOS)
The denial of service attack is due to wrong or misleading information. The attacker disables the network or jamming network availability in order to degrade the performance. Due to this, attack legitimate users are unable to access the communication network. Cryptography is the art of science for hiding information to retain its privacy. Based on the keys used in encryption and decryption process the cryptosystem classified in to Symmetric Key Encryption and Asymmetric Key Encryption, [14] .
A. Symmetric Key Encryption
In symmetric key encryption, process same keys are used for encrypting and decrypting the information. Examples of symmetric key encryption methods are Advanced Encryption Standard (AES), Triple-DES (3DES), IDEA, and Digital Encryption Standard (DES).
B. Asymmetric Key Encryption
The encryption process in which different keys are used for encrypting and decrypting the information is referred as asymmetric key encryption. However, the keys are different, but they are mathematically related and hence extracting the plaintext by decrypting cipher text is feasible. Examples are Deffie Hellman, RSA and Elgamal Cryptosystem.
VI. RELATED WORK
In one of the related work, the flow of the spread voice signal in the CDMA system is monitored through forward traffic channel by the FCM protocol. The possibility of monitoring one-way channel of CDMA system by the FCM protocol [3] Show the system architecture of the test instrument to monitor the forward channel in CDMA. In the future, based on the result, new system architecture for the secure CDMA system may be designed.
Researchers in this area have proposed a blind, robust and secure watermarking technique based on DS-CDMA [4] . By using this technique, a watermark can be extracted at very high PSNR value with very low BER. An adaptive approach selects the coefficients in the DCT domain, where the watermark is to hide. This significantly reduces BER. Multiple spreading codes can be used to make this scheme secure and more robust against JPEG compression, scaling and cropping.
Instead of using the long-code sequences generated by the LFSR directly, the scrambling sequences generated through AES operations are proposed. As a result, the physical layer built-in security of the CDMA system is significantly increased with very limited complexity load. Scrambling the training sequence and the message sequence separately with two independent scrambling sequences, both information privacy and system performance can be further improved. Finally, decryption can be achieved through secure scrambling [5] . This Scheme is very feasible and it can be implemented for security enhancement in wireless networks.
Researchers in this area have proposed the encryption algorithm to spreading code in order to improve the security of CDMA. The security produced in this way is primarily associated with the complexity of the employed encryption algorithm. Because the encryption algorithms security is highly reliable, it is suitable for any kind of data communications. The combination of encrypted and decrypted M-sequence is used as a spreading code to mitigate the system performance, and the advantage of this combination is considered from the interference level and the security point of view. A compatible algorithm for the key exchange is produced [6] .
In this paper researchers have proposed, chaotic spreading codes for MIMO MC DS/CDMA considered for the analysis [7] . A NPG algorithm based on pricing performs better by effectively mitigating the MAI in MIMO MC DS-CDMA system. Also, the use of chaotic codes performs better than the system with classical codes in exterminating MAI. Numerical results of analysis shows that employing chaotic code with good cross correlation properties can minimizes the interference in a multiuser MIMO MC DS CDMA system. It also achieves significant improvement in the utility factor compare to the conventional system without pricing.
Time-hopping CDMA network architecture supports pointto-point and point-to multipoint communication up to 128 ONUs with a worst-case rate of 12 Mbps. The related work provides security at the physical layer and VPNs between ONUs can be set up without additional higher-level protocols [8] . They also showed that there is a low penalty due to physical layer impairments, such as transmitter extinction ratio, fiber, splitter, and splice losses. This opens the door to the design of a larger secure CDMA network, covering longer distances and capable of servicing more end users.
The researchers have proposed CDMA air interface security mechanisms includes data encryption technology, based on AES and ECC hybrid cryptosystem [9] . It can be achieved based on the design and implementation of CDMA 1X wireless access technology centralized control of air defence and disaster warning system. It solves the data transfer security issues of the CDMA lX public network channel access schemes in the Internet. Not only encryption and even decryption is quick and secure, but for digital signatures and authentication, and real-time transmission of data has less influence.
The concept of physical encoding to provide optical layer security OCMDA systems are proposed and analysed possible ways to compromise the OCDMA systems and intercept the transmitted data [10] . They also illustrated some approaches to improve the confidentiality of OCDMA systems. Finally, they discussed physical encoding in optical steganography, and a wireless-CDMA optical transmission system for confidentiality enhancement. This field is still at its early research stage. More research efforts on this field, both theoretical and experimental, are expected in the near future.
The OCDMA performs encoding and decoding through an optical signature code, in order to allow the selection of a desired signal so that different users can share the same bandwidth [11] . In such a systems, data signal overlap in both time and wavelength. The researchers have proposed Confidentiality against eavesdropper interception strategies for optical CDMA. The Coherent detection with combining signals shows better confidentiality than the incoherent one. In the network system if one user is active, the optical CDMA scheme cannot guarantee physical layer any more. If the network capacity is increased, that will lead to eavesdropper to detect high SNRs, higher SNRs will increase the eavesdropper possibility of attack. The wide bandwidth enhances SNRs for authorized user and eavesdropper. To prevent the information data from the eavesdropper the signal to noise ratio SNRs must be reduced without effecting the system performance The Authentication and Key Agreement (AKA) protocols are proposed to solve two known vulnerabilities of UMTS security: identity catching and secret key exposure. It protects the messages exchanged during the Authentication and Key Agreement protocol. The first phase of the solution consists of a secure key generation. The secure key generation phase is called AKA (Authentication and Key Agreement) -phase. The second phase of the solution is able to solve the problem of redirection attacks, man-in-the-middle attack, sequence number depletion attack, and roaming attack. This phase includes a User Confidentiality for UMTS (EMSUCU) protocol [12] . It solves the vulnerabilities through eliminating it and improves the security and efficiency. The enhanced SHAI technique solve redirection attacks: sequence number depletion attack, man in-the-middle attack and roaming attack.
The researchers have proposed two methods are called Nested DSSS and Interleaved DSSS [13] . In the nested method, the variance of multi-user interference that corresponds to the interference power is reduced significantly, so this method can provide high level of security while a better BER performance is also achieved, compared with a common DSSS system. The interleaved DSSS that exploits a key-based permutation cipher to interleave the M-sequence bits within the encrypted code bits leads to a higher level of security compared with the nested DSSS and hidden DSSS methods.
VII. CONCLUSION
In this paper, we reviewed the different approaches for DS CDMA security by using cryptographic algorithm. After reviewing some papers, it is noticed that we need to prevent the PN sequences from the eavesdroppers that fulfils the user data confidentiality and authentication. There is a further Scopein enhancing the mutual authentication and security of the data in DSCDMA.
